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We’re glad you’re here.
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This is a quick overview of 

Secure by Design: User 

Experience tools and how to 

use them with your team. We 

suggest leveraging these 

exercises in 1-2 workshops 

and have organized this 

guide with that in mind.

Disclaimer: This resource is a curated selection 

from our broader Secure by Design: UX toolkit. 

W E L C O M E



Understand and internalize 

Secure by Design: user 

experience guidelines.
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By using this tool, you and your team will be able to:

Outcomes

S E C U R E  B Y  D E S I G N :  U X  W O R K S H O P  K I T

Prioritize 2-3 best practices that 

apply to your workflow

Pinpoint areas where your 

product could be more secure 

which can lead to targeted 

improvements

Have enough information 

to incorporate security 

considerations into your 

product roadmap



Who is This For? Is This Right For Me?

Good for

• New feature or product development where 

you are starting to develop requirements

• Existing products through the lens of 

security

• Entire teams to work together and 

collectively owning the process
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Not so good for

• Individual team members solving security 

problems alone. This activity is designed 

for group collaboration and works best 

when product, design, research, and 

engineering teams participate together. 

Implementing the best practices can 

impact architecture decisions.

S E C U R E  B Y  D E S I G N :  U X  W O R K S H O P  K I T



Where are we going?

W O R K S H O P  

1. Get familiar with the guidelines

• Read Secure by Design: UX blog post 

• Pick a key customer journey/user flow you want to evaluate 

• Optional: Schedule an additional meeting to leverage the conversation cards with your team.

2. Prioritize best practices

• Familiarize yourself with best practices and a few key examples

• Prioritize best practices to leverage based on risk, user impact, and implementation requirements. 

By design, not all will apply to you. 

3. Evaluate a key user flow

• Take top 2-5 best practices and leverage them to evaluate your selected customer journey/user flow.

4. Define product priorities 

• Scope product commitments and align with key stakeholders 

• Add commitments to your roadmap 

PRE-WORK

THIS 

TOOLKIT

NEXT STEPS
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Get Started by Picking a User Flow

A  F E W  P L A N N I N G  T I P S

Identify a user flow with security UX focal points: Before adding a user flow, 

it’s important to determine whether the flow includes security-critical interactions 

or touchpoints. For example: sign in, account recovery, or any place where a threat 

actor could use phishing to target your customers. 

Choose common or frequent journeys: Evaluate user flows that most users 

go through regularly. A security issue in a frequently used flow can have 

widespread impact.

Look at new features or updates: If your product is rolling out new features 

or updates, prioritize evaluating these flows to ensure they meet current security 

best practices.

Collect screens or mockups for the user journey that can be used with the 

following tools.
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Let’s Get
Started!



Exercise 1
Prioritize best practices against chosen user flow
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Read Best Practices. Pick the ones that apply to our user flow.

Protect Identity &

Safeguard Access

Avoid overly complex security settings

Ensure clear and consistent 

authentication experiences

Use the principle of least privilege

Design for secure data access across 

different entry points

Ensure role-based access controls 

(RBAC) are intuitive and comprehensible

Don’t over-privilege anonymous users

Define, detect, and respond to unusual 

authentication attempts or privilege 

escalation

Practice data minimization

Build account recovery flows that 

require verification

Use Data to

Improve Security

Provide understandable activity history 

and logs without revealing sensitive 

information

Define log requirements with 

engineering

Protect logs from tampering or deletion

Make the Default 

Options Secure

Ensure all settings are secure by default

Ensure that defaults are accessible

Create easy-to-use data classifications 

and secure-by-default sharing practices

Preconfigure enterprise security

Provide Ongoing 

User Communication

Integrate educational elements within 

the interface, in and outside of 

onboarding

Make the consequences of a given 

action clear to the user

Help user recognize social engineering

Reinforce and give indicators of 

secure defaults

Warn users about behavior that 

undermines their security in real time

Create error or status messages that 

offer the right level of detail

Provide transparent and reassuring 

messages during service disruptions

Provide ways to verify other users and data

5–10 MINUTES
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Protect Identity & Safeguard Access

Avoid overly complex security settings

Automate or simplify security processes to reduce 

user effort. ​

Overly complex security settings that require effort 

to maintain, users are unlikely to maintain them or 

configure them with confidence.

Ensure clear and consistent 

authentication experiences

At Microsoft we rely on standard UX experiences for 
pre-auth, authentication and post-auth account 
management. These standards create coherence of 
auth experiences across the ecosystem. For your 
product, Follow platform-specific implementation 
guidelines for authentication flows. Use a 
standardized account selection mechanism to 
manage multiple account scenarios.

Creating separate, inconsistent authentication and 
account UX that confuses users and makes them 
vulnerable to phishing. If our experiences are 
inconsistent, it will be harder for users to feel 
confident about what is and is not a legitimate 
Microsoft experience, leaving them more vulnerable 
to spoofing and social engineering. 

Use the principle of least privilege

Give users the least amount of access needed for 

the least amount of time possible for what they 

need to accomplish – including admin users and 

non-admins alike. Give users non-admin roles by 

default and reauthenticate for high-risk actions.​

Over-privileging the user's session by giving users 

more permissions than needed. Instead, lower risks 

for vulnerabilities like social engineering, cross-site 

request forgery, or session hijacking.​

Design for secure data access across 

different entry points

Consider appropriate security levels for different 

access points based on access control 

requirements. This can include access points for 

anonymous users vs. authenticated users and 

access points requiring different levels of 

authorization.​

Assuming that security protocols applied on one 

device automatically apply to others without 

additional verification. This can lead to 

inconsistency that introduces risk like session 

hijacking.​

B E S T  P R A C T I C E A I M  T O A V O I D

W O R K S H O P 5–10 MINUTES
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Protect Identity & Safeguard Access

Ensure role-based access controls 

(RBAC) are intuitive and comprehensible

Access controls should be intuitive and clearly 

labeled about what they do and don’t allow or 

protect against. This helps users easily understand 

who has access to what files, and how long they 

have access. ​

Complicated or overly ambiguous RBAC systems 

that users struggle to manage. This can lead to 

mismanagement of sensitive data and data 

breaches.

Don’t over-privilege anonymous users

If you don’t require authentication to use a 

product, make sure you are not allowing 

anonymous users to take privileged actions ​

Over-privileging the user's session by giving users 

more permissions than needed. Instead, lower risks 

for vulnerabilities like social engineering, cross-site 

request forgery, or session hijacking.​

Define, detect, and respond to unusual 

authentication attempts or privilege 

escalation

Design a clear privilege escalation path, requiring 

justifications. Give customers guidance about how 

to respond to privilege escalation requests. ​Make 

sure that there’s a well-designed path for 

requesting more access with appropriate 

safeguards and transparency.

Providing avenues for users to circumvent their 

own permissions settings. 

Practice data minimization

Ask yourself ‘should we’ collect this information, 

not ‘can we’. Does it provide enough benefit to the 

individual who’s providing the personal 

information? Map the full range of interactions in a 

data flow diagram and identify where, when, why, 

and what types of personal information are 

collected at various stages. ​Ensure that you are 

implementing proper consents and disclosures – 

work with your privacy team. 

Hidden data collection, or over-collection of data 

beyond what is needed by default. ​

B E S T  P R A C T I C E A I M  T O A V O I D

W O R K S H O P 5–10 MINUTES
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Protect Identity & Safeguard Access

Build account recovery flows that 

require verification

​Make recovery methods a requirement of the 

account creation process and when possible give 

users multiple options for account recovery. 

Require users to verify their credentials so they’ll 

have access to recovery methods for connected 

accounts (e.g., family users with child accounts)​. 

Think about all fallback experiences from the 

perspective of a threat actor. Imagine one part of 

the fallback verification process is compromised – 

can the rest of the process still protect against 

threat actors? 

Weak fallback mechanisms that undermine 

security (magic links, over-disclosure of info in 

errors). Over simplistic or over complicated 

account recovery flows. If account recovery has no 

data verification checks, it will be too easy to take 

over accounts. If the process to recover an account 

is too complicated, legitimate users will be 

separated from their data.

Provide ways to verify other users 

and data​

Give valid users a mechanism to verify the 

legitimacy of other users or data they’re receiving 

to both protect against social engineering + 

phishing and reinforce “friendly friction” at critical 

points identified for users to exercise caution.​

​The best way to foster an ability to spot counterfeit 

currency is to build deep familiarity with authentic 

currency—similarly, building a coherent and 

consistent means of identifying authenticity is 

critical to helping users identify threats.

Failing to validate and verify user data effectively, 

providing no easy way to identify or spot 

tampering. ​

B E S T  P R A C T I C E A I M  T O A V O I D

W O R K S H O P 5–10 MINUTES
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Use Data to Improve Security

Provide understandable activity history 

and logs without revealing sensitive 

information​

Help technical and non-technical users understand 

what actions have been taken affecting their data, 

documents, files and accounts. This can include 

who has recently edited a document to attempted 

logins from unknown locations. ​Provide 

appropriate information to users about activities. 

For instance, IT professionals may use logs to 

investigate an incident and assess risk for 

troubleshooting.

Logging sensitive information. Avoid activity 

history or logs that lack sufficient detail for users 

to understand or verify actions.​ Make sure that you 

have identified the right information to track logs. 

Don’t include superfluous info, but make sure you 

have enough for users to understand who has 

done what and when.

Define log requirements with 

engineering​

Discuss goals and identify key events to log, such 

as user logins, system errors, and suspicious 

activity. Design logs that are interconnected and 

actionable. ​Create a feedback loop with platform 

teams so that you can collect, analyze, and act on 

data from logs to improve the user 

experience. ​Make sure that the practices around 

leveraging data from logs follow privacy and 

security standards.

Working in silos, leading to missed requirements, 

lack of alignment on priorities, and potential 

introduction of vulnerabilities.  Avoid collecting 

sensitive information.​Over-collecting personalized 

user data​

Protect logs from tampering or 

deletion ​

Prevent threat actors from covering their tracks by 

never fully removing past actions to maintain data 

integrity. This encourages transparency and allows 

for more effective investigations of incidents.

Maintaining the integrity of who has done what 

and when will prevent threat actors from hiding 

their actions and aid in more effective escalations 

and investigations of incidents.

B E S T  P R A C T I C E A I M  T O A V O I D

W O R K S H O P 5–10 MINUTES
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Make the Default Options Secure

Ensure all settings are secure by default ​

No product should ship without all settings at their 

most secure, which includes making sure they are 

tested for comprehensibility and usability. ​

Security settings are optional, hard to find, or too 

hard to accomplish. Not all users are tech savvy. 

Users may not know what security features need to 

be enabled to improve security.  Users may not 

fully understand the implication when a security 

feature is not enabled or when they turn 

something off. Do not give options to users that 

are beyond their level of expertise.

Ensure that defaults are accessible​

Make security features accessible to all users, 

including those with disabilities. Use design 

elements that comply with accessibility standards 

to ensure everyone can use security features 

effectively. 

Having security elements that are inaccessible for 

users with visual, motor, hearing, or other 

disabilities can create security vulnerabilities.​

B E S T  P R A C T I C E A I M  T O A V O I D

W O R K S H O P 5–10 MINUTES
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Make the Default Options Secure

Create easy-to-use data classifications 

and secure-by-default sharing practices​

Validate that data classifications make sense for 

users and are not overly descriptive. This helps us 

avoid giving threat actors information they could 

leverage in an attack.

Specifying overly complicated permissions and 

security classifications settings for users. ​A lack of 

intuitive settings and controls leads to user 

overwhelm for legitimate users and in-roads for 

threat actors to social engineer access to sensitive 

data.

Preconfigure enterprise security​

Provide security by default with out-of-the-box 

bundles and policies to ensure all security 

measures are in place, for the customers’ 

environment eliminating any need for 

configuration. This includes embedded standards, 

ease of deployment, clear documentation, and 

customizability.  This approach ensures immediate 

protection for end users and simplifies 

implementation. ​

Making our customers (and their customers) fend 

for themselves with unknowns and a lack of clarity 

about the security promises available. ​

B E S T  P R A C T I C E A I M  T O A V O I D

W O R K S H O P 5–10 MINUTES
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Provide Ongoing User Communication

Integrate educational elements within 

the interface, in and outside of 

onboarding ​

Help users understand the importance and 

benefits of using security features.

Relegating security to only settings or only error 

states. Balance introducing the importance of 

security without adding too much noise to the 

customer experience. ​

Make the consequences of a given 

action clear to the user​

Make sure that users understand what it is possible 

to do and what isn’t with a given sensitivity label or 

user role. Help them assign the correct permissions 

and protections for their intended purposes.​ 

Highlight information to verify when users connect 

accounts with other apps (e.g., a discord bot 

connected to single game account could allow 

access to all player information.)​ Make it clear what 

isn’t covered by a sensitivity label.

Omitting communicating the implications of an 

action, permission, or a role-based change on the 

system. ​Giving so much information that it allows a 

bad actor to circumvent the system. 

Help users recognize social engineering​

Consider how threat actors could attempt social 

engineering, particularly when working on social 

networks like LinkedIn and other platforms with a 

collaboration component like GitHub, Microsoft 

Teams, Microsoft Viva, etc. This could include 

prompts about recognizing and avoiding common 

social engineering tactics. ​

Burdening users with technical details or 

responsibilities that don't match their technical skill 

or comprehension​. Find the right degree of 

information to share with the correct audience. 

Don’t give an end user info that won’t help them. 

Making sure you’re not exposing more detail than 

necessary will also help protect against threat 

actors who are looking for data they can leverage 

for exploitation and social engineering.

B E S T  P R A C T I C E A I M  T O A V O I D

W O R K S H O P 5–10 MINUTES
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Provide Ongoing User Communication

Reinforce and give indicators of secure 

defaults ​

Make it clear when users are away from secure 

defaults explaining risks where necessary. This will 

help prevent unintentional vulnerabilities. 

Creating vague warnings or alerts when users 

deviate from secure defaults, which can lead to 

confusion.

Warn users about behavior that 

undermines their security in real time​

When a user moves to an action that would leave 

them less secure, have warnings that make the 

consequences or potential vulnerabilities that will 

result clear.  Tell them what to do to increase their 

security. ​

Allowing users to take actions that will leave them 

vulnerable or less secure without the system 

providing a moment of friction to help them 

reconsider. ​

Create error or status messages that 

offer the right level of detail ​​

Make error messages that can help a legitimate 

user resolve an error state but can’t help a threat 

actor social engineer or phish for their way around 

security safeguards.​

Don’t provide details about our backend systems, 

internal reasons for implementing a specific 

security measure, or unnecessary details about 

what we know about a problem. Never tell users 

how to bypass our security measures. All of this is 

information that can be used by bad actors to 

infiltrate our systems.​

Provide transparent and reassuring 

messages during service disruptions​

When users feel informed and have their 

expectations set about service delays and 

interruptions, they’ll be able to tell the difference 

between planned outages and security incidents. 

Explain things in conversational language. 

Remember that many of your users may be 

unfamiliar or uncomfortable with security; do your 

best to demystify and provide clarity.​

Using overly complicated jargon or extensive 

phrasing, giving too much detail that could be 

exploited by threat actors, or overpromising on 

when status will be restored. ​Inadequate or unclear 

instructions​. Remember that many of your users 

may be unfamiliar or uncomfortable with security; 

do your best to demystify and provide clarity.

B E S T  P R A C T I C E A I M  T O A V O I D

W O R K S H O P 5–10 MINUTES



Start prioritizing applicable best practices by thinking

through and discussing the following 

Imagine the Impact 

W O R K S H O P  5 MIN WRITE

15 MIN DISCUSS

• Applying this best practice may benefit a user by __________________________________.

• NOT applying this best practice may harm a user by _______________________________.

• Estimate the impact this best practice can have (HIGH, MEDIUM, LOW). Keep in 

mind a risk assessment:

1 8

o High: directly could expose customers to data loss with a high probability of immediate breaches and 
severe exploitation. Urgent to act now.

o Medium: could create friction and security workarounds impacting a large volume of customers. 
Important but not highly urgent.

o Low: could cause user frustration or inefficiency but does not meaningfully weaken security posture. 
Backlog to evaluate with non-security related UX changes.



Prioritize Further By Defining Implementation Requirements

W O R K S H O P  20 MIN DISCUSS

• What might the requirements be, from UI to AI, data and architecture in 

applying this best practice?

• What is the estimated resource commitment? (SMALL, MEDIUM, LARGE, XL)

• Using responses to those as further prioritization criteria, how might we 

rank the best practices selected from P0-P3?

• If we can resolve our P0 we could have ___________________________ impact.

1 9



E X E R C I S E  1  C L O S I N G

Next steps
Document and align on prioritized set of best practices to 

leverage for an evaluation. 

Thank you for participating!

2 0



Exercise 2
Evaluate your user flow.

Take the 2-5 relevant best practices and bring them front and center 
with your user flow. Go through the following questions with your 
team. We encourage you to spend time consuming, thinking about, 
and writing responses to these questions before discussing. 

2 1



Keep in mind

2 2



“Threat actors are humans in the world 
trying to accomplish a task in a productive 
way. There’s always an objective that threat 
actors are trying to accomplish, and you 
just need to ask: how does your feature, 
how does your UI, how does your UX make 
their job easier or harder?”

Microsoft Security Researcher, September 2024

2 3



Threat Actor Tactic Examples That Relate to UX

• SPAM • PASSWORD EXPLOITATION

• SOCIAL ENGINEERING • BYPASSING PERMISSIONS

• INTERFACE MIMICRY • MALWARE

2 4



Threat Actor Tactic Examples That Relate to UX

• SPAM
• PASSWORD EXPLOITATION

• SOCIAL ENGINEERING • BYPASSING PERMISSIONS

• INTERFACE MIMICRY • MALWARE
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Threat Actor Tactic Examples That Relate to UX

• SPAM
• Unnsolicited messages that can be sent to large numbers of users, often 

containing phishing links or malicious attachments. This can include 

deliberately confusing user account control (UAC) prompts that trick users to 

approve a prompt. Or, attacks using familiar and consistent elements to steal 

the second factor of authentication

• PASSWORD EXPLOITATION

• SOCIAL ENGINEERING • BYPASSING PERMISSIONS

• INTERFACE MIMICRY • MALWARE

2 6
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USERFLOW & SCENARIO 

DESCRIPTION

1. What is this scenario about?

2. What problems are we solving? Set the 

context.

3. Why is this a problem for the user? What 

is the root cause?

4. Where and when does it occur?

5. How are users fixing it today?

GOALS/TASKS

6. What are the goals and tasks that are 

part of the user flow?

USER ROLE

12. Who will be using this product/feature 

or benefitting from them?

13. What do we know about them?

14. List multiple users, if needed.

USER MOTIVATION

7. What is the user's primary goal when 

interacting with this feature?

8. How does this feature help users achieve 

their tasks or objectives more efficiently?

9. What specific information or 

functionality are users seeking when 

using this feature?

10. What pain points or frustrations might 

this feature alleviate for the user?

11. How does this feature align with the 

user’s broader workflow or objectives?

THREAT ACTOR MOTIVATION

15. What valuable data or assets might 

a threat actor target in this user flow?

16. How could a threat actor exploit this 

feature to disrupt operations or services? 

How might a threat actor use this 

feature to escalate privileges or gain 

broader system access?

17. Could a threat actor have a political, 

competitive, or personal motivation to 

compromise this flow?

18. How could an attacker misuse this flow 

for mass data collection or identity 

theft? 

Ask Yourself And Discuss The Following 

W O R K S H O P  ~5 MIN WRITE

15 MIN DISCUSS
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SECURITY CONSIDERATIONS 

IN THE PRODUCT TODAY

1. Which design guidelines and 

best practices are you 

following in your work?

2. What security aspects are 

you incorporating into your 

design decisions?

3. What specific security factors 

did you take into account 

during the design process?

4. How are you addressing 

possible security weaknesses 

in your design approach?

PATTERNS IN USE TO 

ADDRESS ISSUES

5. What UX patterns are in use 

to address the above issues? 

Ex. error messages, 

notifications, onboarding 

elements, data visualizations, 

etc.

POTENTIAL VULNERABILITIES

6. What potential vulnerabilities 

are there in your design?

7. What specific areas in your 

design might be susceptible 

to security threats?

Ask Yourself And Discuss the Following

W O R K S H O P ~5 MIN WRITE

15 MIN DISCUSS
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IDEAS TO IMPROVE THE PRODUCT

1. What tension points or vulnerabilities did you discover? 

What are the next steps to help resolve those tensions?

2. For example: “How do we educate without 

overwhelming users or adding noise to their 

experience?”

3. What can be improved for usability / intuitiveness?

4. What can be improved to protect against threat actors?

5. What needs to be a broader discussion with other 

teams / features / areas of business?

NEXT STEPS AND WAYS TO 

ADDRESS POTENTIAL 

SECURITY ISSUES

6. What are the next steps? 

Agree on these as a team.

Discussion and Next Steps

W O R K S H O P  ~5 MIN WRITE

15 MIN DISCUSS
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Thank you!

We wish to thank the many people who contributed to

this guidance. This document references and incorporates 

insights from Microsoft security experts and industry resources, 

from the Cybersecurity and Infrastructure Security Agency 

(CISA), and the National Institute of Standards and Technology 

Cybersecurity Framework (NIST CSF).
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