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Incorporate security 
into every stage of 
UX development

Build and ship 
secure, intuitive UX

ADD SECURITY TO UX PLANNING, STRATEGY, AND TACTICAL EFFORTS.

PROTECT IDENTITY & 
SAFEGUARD ACCESS

USE DATA TO 
IMPROVE SECURITY

MAKE THE DEFAULT 
OPTIONS SECURE

COMMUNICATE 
& EDUCATE

 1.   2.  
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Incorporate security 
into every stage of UX 
development.

 1.
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We can anticipate and address usability and security flaws early on, 
reducing the risk of costly and time-consuming fixes after the fact.

Add Security to UX 
Planning, Strategy, 
and Tactical Efforts

SECURITY OBJECTIVES AND  
SUCCESS METRICS
Clearly outline what security outcomes the 
product must achieve and how those will 
be measured. This involves cross-discipline 
collaboration and developing security 
requirements early on.

THREAT MODELING
Threat modeling for UX ensures that 
security features protect users without 
compromising usability, by identifying 
potential threats in user flows and 
addressing them in user-friendly ways.  Map 
out user paths and identify potential threat 
vectors within common interactions, then 
ensure threat mitigations are intuitive for 
users and minimal in disruption.

USABILITY TESTING
Ensure that security measures do not hin-
der user experience and identify areas for 
improvement by testing security actions 
directly with users.

DESIGN SPRINTS/REVIEWS
Work with customers to understand their 
security expectations, explore comprehensi-
bility of settings, and conduct regular acces-
sibility sessions to address issues that could 
lead to vulnerabilities.

ARCHITECTURE REVIEWS
Assess the design architecture to ensure it 
can withstand attacks without compromis-
ing user experience.
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 2. Build and ship 
secure, intuitive UX
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Threat actors don’t break in, they sign in. Make sure that experiences 
with roles, permissions, credentials, or personally identifiable information 
(PII) are carefully planned out and fiercely protected. Build secure 
authentication experiences that are simple to use, easy to understand, 
and imbued with trust signals to safeguard access. Adopt security best 
practices like the principle of least privilege (PoLP) to ensure users or 
systems have the minimum access needed to perform their tasks, and 
only for as long as necessary.

Protect Identity and 
Safeguard Access

UX  
Minimize user input through features like 
single sign-on (SSO) and automatic updates 
for security patches. Simplify security processes 
with intuitive multi-factor authentication 
(MFA) setups that reduce friction for users 
while enhancing security. Ensure clear 
documentation and user-friendly interfaces 
for managing access and recovery processes, 
making it easy for users to understand and 
handle their security settings.

PLATFORM 
Implement robust access controls and identity 
management systems that automatically 
enforce principles of least privilege. Design 
architecture to support automated security 
updates and integrate MFA seamlessly across 
all access points. Document user flows and 
access points thoroughly. 

NETWORK SECURITY
Enforce strong authentication and 
authorization mechanisms across all 
network devices and services. Implement 
network monitoring and automated 
alert systems to detect and respond to 
unauthorized access attempts or breaches. 
Ensure that network configurations and 
access policies are regularly updated.

EXAMPLE OF HOW TO APPLY THE 
GUIDELINE ACROSS FUNCTIONS



Logging, or tracking key interactions and system responses, helps us 
identify patterns and spot potential problems. For instance, if users 
struggle with Xbox privacy settings, logging their actions (securely) can 
reveal where they face difficulties. Analyzing these interactions helps us 
to refine and streamline user experiences, ensuring both security and 
ease of use. Our customers use logs, too. IT professionals may use them 
to investigate an incident and assess risk, and individual consumers 
may view a log of their own activity to decide if it’s worth changing a 
password. But teams need to be cautious about how much information 
is collected. For example, access to sensitive data should be logged, but 
sensitive data shouldn’t be logged.

Use Data to 
Improve Security
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UX
Define logging requirements with engineering 
and create UX that present clear, actionable 
insights from logs without overwhelming 
users. Ensure logs are designed to be 
interconnected, enabling users to easily 
trace security events across different systems 
and understand their implications. Provide 
feedback mechanisms within the UX to help 
users interpret log data effectively and act on 
potential security issues. 

PLATFORM
Implement comprehensive log collection and 
aggregation systems that ensure all relevant 
data points are captured and interconnected. 
Build automated alerts and analytics that help 
identify and respond to security incidents 
efficiently. Establish a feedback loop where 
insights from logs inform improvements in 
platform security configurations and practices.

NETWORK SECURITY
Capture detailed network traffic  
data and security events, with automated 
correlation and analysis to detect potential 
threats. Ensure that logs from different 
network components are interconnected 
to provide a comprehensive view of 
network activity and potential security 
breaches. Implement mechanisms to use 
log data for ongoing network security 
adjustments and incident responses.

EXAMPLE OF HOW TO APPLY THE 
GUIDELINE ACROSS FUNCTIONS



Users should trust that core protections are integrated by default, 
with no extra cost or effort required. Make sure that the most secure 
settings and features are enabled by default, without compromising 
performance, accessibility, or usability. This includes preparing for the 
reality that users will unintentionally compromise their own security. 

Make Products 
Secure by Default
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UX
Design interfaces that automatically enforce 
the highest security settings, such as enabling 
two-factor authentication by default. User 
flows should prioritize security, requiring 
minimal manual configuration from users to 
achieve secure settings.

PLATFORM
Configure systems with the most restrictive 
permissions and secure configurations from 
the outset, such as defaulting to minimal user 
privileges and secure storage of sensitive data. 
Platforms should offer clear documentation 
and automated tools to help maintain these 
secure defaults as the system evolves. 

NETWORK SECURITY
Configure network devices and protocols 
with strong encryption and access controls 
enabled from the start, such as defaulting 
to secure communication channels and 
restricting unnecessary network ports.  

THIRD PARTY (FIELD EDUCATORS,
DEVELOPERS, ADMINS)
Provide security by default with out-of-
the-box bundles and policies to ensure 
all security measures are in place for 
the customer, eliminating any need for 
configuration. This includes embedded 
standards, ease of deployment, clear 
documentation, and customizability.   

EXAMPLE OF HOW TO APPLY THE 
GUIDELINE ACROSS FUNCTIONS



We can help our users make informed choices by integrating educational 
resources within the UX and using intuitive design elements that 
help demystify security measures. We can make it easier for users to 
understand, diagnose, and resolve vulnerabilities or errors when they 
occur. We need to help our customers with security awareness, good 
security habits, and the tools and information to guard against social 
engineering and other manipulative or deceptive attacks.

Provide Ongoing 
User Communication
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UX
Provide clear, easy-to-understand information 
for all users. This involves using elements 
like visual indicators (e.g., a padlock icon for 
secure connections) and clear error messages. 
Ensure that educational content is accessible. 
This can include onboarding, warnings about 
behavior that undermines their security, and 
immediate feedback on user actions. We need 
to clearly and simply explain security settings 
to users and communicate the potential 
risks of deviating from secure defaults. For 
example, use prominent indicators and alerts 
to inform users of potential threats and 
vulnerabilities, and provide guidance on how 
to resolve them.  

PLATFORM
Deliver security alerts and notifications directly 
to users. Support features like in-context help or 
tutorials that guide users on how to maintain 
security. For example, if a user is about to 
perform an action that could expose them to risk, 
the platform should provide a clear, actionable 
warning.

NETWORK SECURITY
Protect data in transit and provide feedback to 
the platform and UX, ensuring that users are 
informed about the security of their connections. 
For example, users should be alerted when they 
connect to an insecure network, and security 
certificates should be clearly displayed to assure 
them of a secure connection.

EXAMPLE OF HOW TO APPLY THE 
GUIDELINE ACROSS FUNCTIONS
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Process Best 
Practices At-a-Glance
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Product Best 
Practices At-a-Glance



Disclaimer: This resource is a curated selection from our broader Secure 
by Design toolkit. Internally, we provide additional materials, including 
detailed guidance on what to aim for and avoid in each best practice. This 
release highlights key insights while additional resources remain available 
for internal use.
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