SECURE BY DESIGN

EEEEEEEEEEEEE

Conversation
Cards



How can we balance innovation in Al
with the need for security?




How can we prioritize user experience just
as much as the technical backbone when
creating with a security-first mindset?



Pick a user experience and imagine you are

a threat actor using a common tactic (spam,
social engineering, malware) to fulfill a common
motivation: financial gain via data theft. Where
might there be weaknesses in your experience
that can lead to compromise?



How can we ensure security is integrated
from the initial design phase rather than as
an afterthought?



What trade-offs might we face when
prioritizing security over other goals?



How do we balance usability with security
In our product designs?




How can we measure the effectiveness of
security initiatives?




What are the most common threats we
anticipate for our products, and how can
we mitigate them?



How can we ensure our threat
modeling processes stay up to
date with emerging threats?



What are the risks of not adopting a Secure
by Default mindset?




How do we identify and prioritize high-risk areas
IN our systems?




What is our strategy for keeping third-party
components up to date and secure?



How can we ensure our products are Secure
by Default for end-users?
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What are the security implications of allowing
users to modify default settings?



How can we balance flexibility and security
in configurable options?



What steps do we take to secure default
credentials In our systems?




How do we educate users about the importance
of maintaining secure configurations?
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How and where can we help users
recognize when they are or may be
at risk of social engineering?
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What lessons have we learned from past security
incidents, and how have they influenced our
design practices?



How might our products warn users
about behavior that undermines their
security in real time?



As a leader, am | clearing enough space
for my team to understand and apply secure
by design/default guidelines?



How do we stay informed about the latest
security threats and mitigation strategies?



How do we balance the need for security
with respecting user privacy and autonomy?



User experience isn't prioritized enough and has huge
potential for abuse. How can | work more closely with
my design and research team to conduct specific threat
modeling for UX as it relates to social engineering,
spam, or phishing?
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How can | prioritize security goals, measures
of success, threat modeling, and architecture
reviews for my team?
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| can to build a more resilient security
culture on my team.
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Where does the culture need to shift on my
team to ensure a security-first mindset? How
can | be in a healthy conversation with my
team about what that looks like?



What work needs to pause for security KRs
to be prioritized?




Where can RoB or processes be improved
to prioritize security and security reviews?
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If asked, "are you compliant” can | answer
yes with confidence, if not, why?



How can | ensure even more rigorous testing
and validation to confirm the systems’ ability
to handle noise, uncertainty, and outliers?
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Are the security expectations of those who
will use our services clear?
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How well do we learn from past
Incidents to Improve security measures
and response procedures?
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Where can teams enhance simulations and
construct unexpected contexts to support:

1. Learning from the past and
2. Forecasting what's next?



How can our team think more intentionally about what
could go wrong for our customers? How do we plan for
failures and ensure fail safe backstops? Where can we

verify explicitly stated assumptions?
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